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Do you write custom 
detections in your 

organization?



Do you have detection 
engineers?



Are the detection engineers 
solely dedicated on writing 

detections?



Detection Engineering is a capability that researches
and models threats in order to deliver modern and 
effective threat detections. 

What is Detection Engineering? 

Goal is to provide automated analytical capabilities 
{hunts} that can capture and detect the behaviours
and TTPs of adversaries. 

Gif source: https://giphy.com/gifs/analytics-pixelmonkeys-tony-babel-l46Cy1rHbQ92uuLXa

https://attack.mitre.org/tactics/enterprise/


Security vendors are good and we need them
however they don’t…

Why developing detections in house when we have vendors? 

…know our environment like we do
…necessarily have tailored intel for each client
…disclose their security rules and detection logic

As a defenders, we can do better and provide 
more assurance.



How the world sees Detection Engineers?

“A Threat Detection Engineer is someone who applies domain knowledge 
on designing, building or maintaining detection content in the form of 
detections generating alerts…”

“Detection Engineering is the capability to author, interpret and model 
threats to deliver modern and effective threat detections. The main 
output of detection engineering are 'detectors'...”

“Threat detection is the practice of analyzing the entirety of a security 
ecosystem to identify any malicious activity that could compromise 
the network…”



My vision for DE

With a good cookbook!!!

Image sources: http://www.danthepixarfan.com/2019/06/ratatouille-anyone-can-cook-journal.html
https://giphy.com/search/ok



Requirements 

1. Framework that provides guidelines and enables any team
to efficiently build high quality detections and deliver best 
in class documentation.

1. Technical implementation that will centralize, standardize 
and preserve the knowledge that our security community
have and enable knowledge sharing. 

1. Naturally grow to a Detection as a Code capability 



THIS NOT THAT

Why use cookbooks at all? 



Why use cookbooks frameworks at all? 

Image sources: https://www.google.com/search?q=scalability&client=firefox-b-d&sxsrf=ALiCzsbkre2POdkZbuY3YMwGkr5UpfPiKw:1661094551021&source=lnms&tbm=isch&sa=X&ved=2ahUKEwinnpu1m9j5AhWMjIkEHbI2D4MQ_AUoAXoECAIQAw&biw=1472&bih=744&dpr=2.61#imgrc=4HYwgp5S2dmWfM&imgdii=zzz9xg2ALzcRTM



The Open Detection Engineering Framework
Part 1: Concepts



Open Detection Engineering Framework - ODEF

Benefits for End-Users 

● Provides guidelines on how to be systematic, repeatable and thorough while you 

engineer detections

● Converts insights to retainable and actionable knowledge and promotes knowledge

sharing

● Introduces detection lifecycle and maturity



Fundamentals of the ODEF

Framework Core
● Detection lifecycle phases:

○ Sunrise
○ Midday 
○ Sunset 

● Phase components:  
○ Functions 
○ Goals
○ Guidelines 

Detection Engineering Maturity Model (DEMM)
● Maturity levels:

○ Partial 
○ Adequate
○ Enabled 



ODEF Phases
Sunrise

● Research until you know
● Prepare with logging and visibility
● Build & Enrich high fidelity detection with a baseline 
● Validate the detection 
● Automate with your SOAR/SIEM
● Share the detection in the security organization

Phase →

Functions → 



Midday

● Monitor the detection
● Improve the detection logic in case of influx of FP 
● Perform systematic reviews to ensure detection relevancy

ODEF Phases
Phase →

Functions → 



Sunset

● Decommission and leave it 
in a state that it can be 
resumed anytime 

● Preserve knowledge

ODEF Phases
Phase →

Functions → 





Part 2: Applying ODEF
A detection engineering story



Utilize templates

Benefits of using templates:
● Single language for all 

security teams
● Easy to read documentation 
● Ensures quality and 

minimizes mistakes
● Standardized output

Goal: STDIN STDOUT
PROCESS



The ODEF Detection         Template

Benefits: 

○ Improves documentation quality

○ Enforces a detection creation process 
aligned with sunrise phase

○ Provides consistency and uniformity 

Goal: Structure and retain the knowledge collected during research and make it shareable 
across the organization.



The ODEF Detection 

Benefits

○ Minimizes errors by allowing for 
better readability and 
troubleshooting

○ Standard structure can be used to 
convert from yml to other 
standards (terraform, json etc)  

○ yml is tested with python-
cerberus framework

Goal: Standardize and abstract the detections syntax independently of the platform  



Enhance with Source Control

SIEM = Security Information and Event Management
SOAR = Security Orchestration, Automation and Response

= GitHub notifications
SCM = Source Control Management 

Benefits of using SCM:
● Change control
● Enables knowledge sharing
● Standardized content structure
● Awareness through notification
● More efficient collaboration 



Content Organization

● Detections & Hunts & IOCs
○ Folders providing structure for documenting and storing your security content 

● Templates
○ Contains templates used by the python app for detection yml 

● DataDictionary
○ Any data set used can be documented and included in the data dictionary 

● Dependencies
○ Folder that provides birdseye view of the data sources and fields used in detections 

and hunts

● MitreNavigator input
○ Contains the json file used to visualize your defensive coverage

● Tests
○ Unittests to check the validity of the detection yml files



Grow to Detection as Code

SIEM = Security Information and Event Management
SOAR = Security Orchestration, Automation and Response
DaC = Detection as Code

Benefits DaC:
● Unit testing  
● Modification 

Control 
● Fail-safe 

deployment 
● Reporting 
● Consistency



Quality Assurance

Unittests
● File content validation
● File exist validation 

PR Review Process

Cerberus - The watchdog of Hades
● Uses a schema for yml content 

validation

https://docs.python-cerberus.org/en/stable/


Enforcing Detection Reviews via Automation

In the detection yml:Implementation with:
● Github Action
● Python 
● Github Issues 
● Github Notifications 

Process flow

In the config:



The future
Using ChatGPT API for context enrichment

https://chat.openai.com/chat



Summary & Conclusion

1. Start small and build big.

2. Engage the power of your security tribe.

3. Contextualize your detections and aim to grow to ‘Detection as Code’ 

capability.



Resources

● ODEF public repository: https://github.com/wealthsimple/odef
○ Framework: https://github.com/wealthsimple/odef/blob/main/Docs/ODEF-README.md
○ ODEF Detection template: 

https://github.com/wealthsimple/odef/blob/main/templates/documentation-template.md
● Tools: 

○ Mitre ATT&CK Navigator
○ Visual Studio Code
○ Terraform
○ Jinja
○ Markdown Cheatsheet
○ Cerberus

https://github.com/wealthsimple/odef
https://github.com/wealthsimple/odef/blob/main/Docs/ODEF-README.md
https://github.com/wealthsimple/odef/blob/main/templates/documentation-template.md
https://mitre-attack.github.io/attack-navigator/
https://code.visualstudio.com/
https://www.terraform.io/
https://jinja.palletsprojects.com/en/3.1.x/
https://github.com/adam-p/markdown-here/wiki/Markdown-Cheatsheet
https://docs.python-cerberus.org/en/stable/index.html


Thank you!

LinkedIn → https://www.linkedin.com/in/viyachki/

Email → atanas.viyachki@wealthsimple.com

ODEF Blog → https://medium.com/@aviyachki/part-1-bro-do-you-even-
detection-engineer-1584dca5ddc9

https://www.linkedin.com/in/viyachki/
mailto:atanas.viyachki@wealthsimple.com
https://medium.com/@aviyachki/part-1-bro-do-you-even-detection-engineer-1584dca5ddc9
https://medium.com/@aviyachki/part-1-bro-do-you-even-detection-engineer-1584dca5ddc9

